Provider NewsFlash
 
MAY 2013
Action Required: Secure Email Communications
Purpose of this communication

Effective June 3, 2013, CareCentrix will support two modes of secure email communication with our providers:  

· TLS (Transport Layer Security), and 

· CRES (Cisco Registered Envelope Service)

For providers that indicated a preference for TLS in a recent survey, we have contacted the person indicated in the survey to configure and test TLS connections.  Providers that did not respond to our survey, those who did respond and indicated they want to remain on CRES, or those cannot establish a TLS connection with CareCentrix will receive emails from CareCentrix via CRES.
What do I need to know?

Emails transmitted via TLS require no user intervention.  Users on either side of a TLS email transmission will likely have no idea that their messages are being conveyed over a secure link.  In order to implement TLS, we will need to work together to configure email servers.  

We strongly recommend TLS transmission as it presents the least impact to your workflow.  
For emails transmitted via CRES, the recipient will receive an email message containing a link to a secure website.  After clicking the link, the recipient will be required to set up an account with a USERID and PASSWORD in order to read the original message from CareCentrix.  More information on registering for CRES may be found on the provider portal.
What do I need to do?

If you have not responded to our survey, or want to be set up with TLS, take our survey now:   
SURVEY LINK: https://www.surveymonkey.com/s/carecentrix-email-security
SURVEY PASSWORD:  ccxprovider
Please note that TLS transmission will be established on a first come, first served basis.  

If you have any questions, please contact us at: emailsecurity@carecentrix.com 
Frequently Asked Questions

What is TLS and CRES secure email transmissions? 

Answer:  Both TLS (Transport Layer Security) and CRES (Cisco Registered Envelope Service) are secure email transmission protocols that CareCentrix supports. Transmitting healthcare email securely is important to reduce the risk of unintended sharing of protected health information which could lead to patient privacy or HIPAA violations.  

TLS is set up at the email server level and the security is transparent to the user. Emails transmitted via TLS require no user intervention.  Users on either side of a TLS email transmission will likely have no idea that their messages are being conveyed over a secure link. 
For emails transmitted via CRES, the recipient will receive an email message containing a link to a secure website.  After clicking the link, the recipient will be required to set up an account with a USERID and PASSWORD in order to read the original message from CareCentrix.  
Can I opt out of having my emails secured via TLS or CRES

Answer: No, CareCentrix is requiring that all email transmissions between CareCentrix and our network providers must be sent securely either through either TLS (Transport Layer Security) or CRES (Cisco Registered Envelope Service).  
When will I be required to start using secure transmission of emails via TLS or CRES?

Answer: Effective June 3rd, 2013 CareCentrix will require secure email communication through TLS or CRES.
My emails don’t contain sensitive information or patient data, why do you require secure transmission?

Answer: Due to the nature of CareCentrix’s business, we frequently communicate messages to our network providers that contain protected health information.  Therefore, we are taking the precaution of automatically encrypting all email communications with our network providers.
How can we set up our agency with TLS?

Answer:  To set up TLS you must set up a signed certificate on your mail server if it supports it.  Please work with your IT team or email provider to find out if your mail server is configured to support TLS.  Once TLS is established on your server, please email us at emailsecurity@carecentrix.com, and jointly we can test the connection.

I  was set up with TLS but now I cannot send or receive emails from CareCentrix.  What should I do?

Answer: Please try to send another email. If, after several attempts over a period of at least an hour, the communications aren’t successful, please send the details of the communication attempts to emailsecurity@carecentrix.com.  You must include who the message was intended for, any error messages, and the times/dates of the email attempts.  
I  was originally set up with CRES but now want to use TLS.  How can I get set up and how long will it take?

Answer: Please complete the survey at the link below.  CareCentrix will contact you to conduct setup of your email system. Our staff will work with agencies on a first come, first served basis, so please understand that it may be several weeks before we are able to contact you to switch to TLS.

SURVEY LINK: https://www.surveymonkey.com/s/carecentrix-email-security
SURVEY PASSWORD:  ccxprovider
Who should I contact if I’m having trouble with CRES?

Answer: CRES is maintained by Cisco.  You will need to work through Cisco to troubleshoot.  Please see the attached link that may help resolve some frequently asked questions - https://res.cisco.com/websafe/help?topic=FAQ 

